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1 Introduction 

1.1 Community pharmacy, at the heart of our communities 

The International Pharmaceutical Federation (FIP) published the FIP Development Goals (DGs) in 2020, which are a key 
resource for transforming the pharmacy profession.1 The goals align with FIP’s mission to support global health through 
advancement of pharmaceutical sciences, practice, and education. The FIP DG 21 calls on the profession to have policies, 

regulations and strategies to ensure the sustainability of pharmacy practice.1 To ensure sustainability, the profession 
must embrace digital transformation.2 The FIP DG 20 (Digital health) commits to enablers of digital transformation and 
effective processes to facilitate the development of a pharmaceutical workforce that is digitally literate.1  
 
The FIP Community Pharmacy Section vision document defines the direction for community pharmacy for the period 
2020–2025, setting priorities for actions that can be implemented at national, regional and local levels.3 Importantly, it 
signals the intention to make the most of pharmacists’ skills for the benefit of all citizens in the heart of our communities . 

This vision “shows how every community pharmacist can improve outcomes for their community and help build and 
sustain a safe and collaborative community of care that can harness exciting technological advances such as those 
highlighted through the One FIP forum on technology”.3 The ability to harness technologies for the delivery of clinical 
services, provide choice and access, and improve patient care and outcomes is unique.3 

 

1.2 Embracing digital health 

Digital health has become increasingly common practice in community pharmacy.2 The pharmacy sector continues to 
utilise technology to improve access, choice and affordability for consumers and to empower pharmacists to manage 

medicine risks for consumers and be more accountable and responsible for medicine safety, efficacy and overall value.2 
The use of digital health records, electronic prescriptions (e-prescriptions) and real-time prescription monitoring also 
provide opportunities for pharmacists to ensure quality and safe use of medicines.2 Digital health has been focused and 
accelerated due to the COVID-19 pandemic. Consumers turn to the internet to retrieve health information and obtain 
various health services or products. 
 
In September 2021, FIP released a Statement of Policy in Digital Health.4 The statement recommends that pharmacists 

“be a driving force in incorporating evidence-based digital technologies into daily practice” and “facilitate patients’ 
digital literacy”, so consumers feel empowered to make informed choices.4 The statement highlights that regulation of 
digital technologies for marketing, promotion and the purchase of medicines and medical products should be enforced.4 
It further recommends that attention should be paid to the digitalisation of the supply chain process for its potential 
value in terms of preventing substandard or falsified medicines, its role in more efficient and resilient supply and further 
automation of pharmacists’ activities.4 Lastly, it calls for remuneration models to enable pharmacist-led use of digital 
technologies for pharmaceutical care to benefit patients while ensuring sustainability.4 

 
Importantly, it must be recognised that pharmacists not only provide products but also need to adapt by providing new 
digital services. Findings from a FIP survey published in 2021 titled “Digital health in pharmacy education: Developing a 
digitally enabled pharmaceutical workforce”, highlighted that new digital technologies must be people-centred, high-
quality, evidence-based, effective, efficient, inclusive, equitable and trustworthy in order to be integrated into practice.5 
The report concluded that greater work on how digital health technologies can be further leveraged in community 
pharmacy is needed and that “lack of enabling policies and guidance, as well as lack of technical limitations and access 
to data” are the biggest challenges in practice.5 

 

1.3 Proliferation of online pharmacies 

“Online pharmacy” (also known as internet or mail-order pharmacy) is an umbrella term for retailers of non-prescription 
and prescription medicines that dispense or sell medicines directly to patients through the mail and provide information 
on their products and services via the internet. It is important to delineate the types of online pharmacies that have 
been identified in the published literature. These include chain pharmacies that operate online, online pharmacies that 
operate solely online, and brick-and-mortar pharmacies that have an online presence.6–8 

https://www.fip.org/fip-development-goals
https://www.fip.org/fip-development-goal-20
https://www.fip.org/files/CPS_vision_FINAL.pdf
https://www.fip.org/file/5039
https://www.fip.org/file/4958
https://www.fip.org/file/4958
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Online pharmacies have been in existence since 1999, with Soma.com being the first pharmacy to operate online.9,10 

However, the online pharmacy landscape has changed with rapid proliferation of online pharmacies and e-commerce, 
the provision of digital service offerings, and direct-to-consumer healthcare.10 This is in parallel to the increasing 
accessibility of medicines and health information and the availability of online consultation services.  
 
Consumers may choose to utilise online pharmacies for a multitude of reasons, such as convenience, 24/7 accessibility, 
price transparency, potentially greater consumer privacy and availability of products,11,12 when compared with brick-
and-mortar pharmacies. For disabled or housebound patients who have difficulty accessing a pharmacy, the option of 

having medicines delivered is obvious. Consumers living in rural or remote areas, or those seeking products but who 
prefer anonymity, ordering medicines online also has advantages.11,13–15 

 

While online pharmacies provide increased access to medicines and services, consumers may inappropriately self-
diagnose or self-medicate, engage in medically unnecessary behaviour or substance abuse, or potentially encounter 
drug-to-drug interactions, contraindications or adverse effects.12,16 This introduces significant potential for harm to the 
health of consumers, termed “digital iatrogenesis” (“preventable patient harm resulting from injury that occurs from 

the use of information, services or products delivered or enhanced through the internet and related technologies”).17 
Other non-health related risks include breach of privacy, theft of personal information or fraud where products are not 
delivered.12 This highlights the importance of health professionals in ensuring consumers are informed and empowered 

in the decision-making process. 

 
Substandard and falsified medicines, as defined by the World Health Organization (WHO), are a major threat to public 
health.18 The problem has expanded in developed and developing countries, with an estimated 10.5% of medicines 
worldwide being substandard or falsified.18 Most of the burden falls on low- and middle-income countries because of 
poor pharmaceutical governance and poor supply-chain management.19 Poor-quality medicines increase risks of 
morbidity and mortality through adverse drug interactions, prolonged illness and heightened risk of treatment failure.20 

In 2013, the WHO launched the Global Surveillance and Monitoring System encouraging countries to report incidents 
of substandard and falsified medicines to assist in developing an accurate assessment of the global problem.20 FIP’s 
commitment to address this significant issue is visible through the Statement of Policy on Counterfeit Medicines, which 
highlights that pharmacists are critical in fighting substandard and falsified medicines and ensuring safety.21 

 

1.4 Regulation of online pharmacies 

Fittler et al describe legitimate online pharmacies as “websites that comply with both the laws and regulations of the 
country where the online pharmacy website operations occur and the destination to where the pharmaceutical 

products are shipped to the consumer”.8 Online pharmacies provide access to controlled substances (according to laws 
and regulations of each country or jurisdiction), which in regulated systems require an original medical prescription 
before they can be supplied.12 However, some online pharmacies only require an online health evaluation or completing 
an “online questionnaire” to supply these medicines.12  
 
With the rapid proliferation of online pharmacies, there has also been an increase in illegal online pharmacies, which 
may inappropriately advertise the sale of prescription medicines without a valid prescription, distributing substandard 

or falsified medicines or filling prescriptions from “cyber doctors” who have not established a legitimate relationship 
with the patient or an adequate diagnosis. Illegitimate or illegal online pharmacies are defined as “pharmacies that 
either fail to meet national or international pharmacy regulations or have not been subjected to requisite regulatory 
review, and/or certification”.22 

 
Fittler et al also highlight that effective regulatory oversight and enforcement regarding online pharmacies is difficult 
given the impalpable nature of the internet and its global dimension.8 Furthermore, Orizio et al highlight that it is 

difficult to determine the exact number of illegitimate online pharmacies, assess the quality and safety of the medicines 
or products available, and determine the volume of medicines sold and supplied online. As such, the impact on global 
public health is difficult to determine.12 Orizio et al propose a two-level approach to enhance the benefits of online 

pharmacies and limit the risks which include having international laws regulating online pharmacies and increasing the 
health/digital literacy of individuals.12 Pharmacists should be aware of the increasing complexity of the issues associated 
with online pharmacies and seek to direct individuals to legitimate websites and promote the quality use of medicines.23 

  

https://www.who.int/news-room/fact-sheets/detail/substandard-and-falsified-medical-products
https://www.who.int/who-global-surveillance-and-monitoring-system
https://www.fip.org/files/content/priority-areas/falsified-medicines/statement-of-policy-on-counterfeit-medicines.pdf
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1.5 Opportunity for community pharmacies 

The COVID-19 pandemic has driven a rapid shift in consumer behaviour.24 Evolving consumer preferences and needs 
due to COVID-19 has made pharmacy e-commerce integral to healthcare delivery. With this, consumers are increasingly 
wanting a high level of service, convenience, innovation and personalisation. This challenges pharmacists to provide a 
positive face-to-face experience for consumers while also utilising digital or online channels. Survey data reported by 
Salesforce highlighted that 55% of consumers prefer digital channels, while 40% of respondents indicated they would 

not do business with a company if it was not via their preferred channel.24 The data indicate that 75% of consumers 
expect companies to use technologies to create better experiences, and 54% believe that companies need to transform 
how they engage online.24  

 
The pandemic has dramatically shaped the e-commerce landscape, including in the pharmacy sector, and the demand 
for online services offered by pharmacies has increased in many countries. Consumers using online pharmacies can 
easily maintain social distancing and have their medicines delivered to their home. It is also likely that the pandemic has 

changed preferences for some consumers permanently and the demand should remain high in the future. Embracing 
digital transformation is critical and should be seen as an opportunity for brick-and-mortar pharmacies to further solidify 
themselves at the heart of their communities.  

 
Importantly, payment structures are needed to support community pharmacists’ role as primary healthcare providers 
for the delivery of pharmacy services, including engaging in technology and the delivery of services online, as a means 
of promoting access, choice and universality in healthcare to consumers. Community pharmacists must champion best 
practice, identify future needs and relevance in the delivery of care, choice, value, safety and sustainabili ty. 
 
This publication reports the findings from a global survey-based study on this topic. 
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2 Aim and methods 

2.1 Aim 

The aim of the study was to provide a global snapshot of online pharmacy operations and the distribution of medicines 
on the internet; determine how online pharmacy operations may impact patient safety; and determine the impact of 
online pharmacy sales (actual or perceived) on brick-and-mortar pharmacies. 

 

2.2 Methods 

Data were collected from FIP member organisations and several other invited organisations through an online global 
survey. This FIP survey was conducted between November 2020 and January 2021. The survey was accompanied by a 
letter inviting member organisations to participate, explaining the aims of the survey, as well as an informational email 

from the project manager explaining the study methodology. 
 

2.2.1 Design of the survey questionnaire 

The survey was developed independently by FIP in four languages (English, Spanish, French and Portuguese) and based 
on previous questionnaires from 2015 and 2017. The 2020 survey incorporated suggestions from member organisations 
and the FIP Community Pharmacy Section. The survey was developed in the online survey platform QuestionPro and, in 

some instances, was distributed as Microsoft Word editable forms to facilitate data collection. Accompanying the survey 
was a glossary of key concepts in the various languages to ensure all respondents used the same terminology to describe 
the situation in their respective countries. The survey and glossary are available on request from FIP (fip@fip.org). 
 

2.2.2 Study sample 

The survey and glossary were sent to 118 pharmacy organisations. As the survey aimed to collect national level data, 
organisations from the same country were invited to provide a single response. An analysis by WHO region and World 
Bank income level was provided to explore regional variations or the influence of economic factors.  
 

2.2.3 Limitations 

Despite the distribution of the survey and glossaries in four languages, the survey questions may have been interpreted 
differently by respondents, which may have resulted in some questions being partially or inaccurately completed. Any 
inaccurate information provided by any of the respondents or misinterpretation of questions may have influenced the 
accuracy of the results. As such, care should be taken when interpreting the findings.  
 
Despite efforts to ensure the survey items could accommodate the complexity and diversity of the existing international 
pharmacy models, it may have been difficult for some member organisations to reflect their country’s situation through 
the options available in the survey. This may also be relevant in countries with internal regulatory diversity (i.e., where 
regulations can vary by province, state or region). In such cases, organisations were asked to respond by considering 
the regulatory model that covers or affects most of the country. 
 
Despite efforts to ensure the accuracy of the data, FIP and the CPS cannot be held responsible for inaccurate data that 
may have been submitted by respondents. The survey requested that the year and source of data were indicated, but 

this was not systematically observed by all respondents. Data sources are available on request from FIP (fip@fip.org). 
  

mailto:fip@fip.org
mailto:fip@fip.org
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3 Results 
Here we present the survey findings regarding the regulation of the online distribution of medicines and offer insights 
into the implication of each regulatory system. These regulations may impact not only access to medicines, but also the 
degree to which patients and pharmacists interact, how medicines are selected and used, patient safety and even 
treatment outcomes. 
 

3.1 Respondent characteristics 

Responses were received from 79 countries, and the response rate was 67%. Table 1 provides an overview of the 
responses received from each WHO region. Primarily, most of the respondents were based in European countries (n=36; 
46%), followed by countries in the African (n=14; 18%) and the Western Pacific (n=12; 15%) regions.  
 

Table 1. Sample distribution per WHO region covered by the study 

WHO region 
Number of countries invited to 
participate in the study (n=118) 

Responses (n=79) 
Percentage of sample 

(%) 

Africa 29 14 18 

Eastern Mediterranean 11 5 6 

Europe 43 36 46 
The Americas 16 9 11 

South-East Asia 6 3 4 

Western Pacific 13 12 15 

Total 118 79 100 

 
 
The sample’s distribution by income level is presented in Table 2. The largest proportion of responses were received 
from high- and upper-middle income countries (n=56; 71%). The income level groups used to present data in this report 
refer to the respondents that provided data. As such, the designations may not represent the entirety of those groups. 
 

Table 2. Distribution of survey respondents, by income level 

WHO region Number of respondents (n=79) Percentage (%) 

Low income 6 8 

Lower-middle income 17 21 

Upper-middle income 18 23 

High income 38 48 

Total 79 100 
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3.2 Electronic prescriptions 

Most countries indicated that e-prescriptions were implemented in their jurisdiction (n=45; 58%). This was highest in 
Europe (n=29; 64%), the Americas (n=6; 13%) and Western Pacific (n=6; 13%) (see Table 3). 
 

Table 3. Implementation of electronic prescriptions, by WHO region 

WHO region 
Number of 

respondents 
(n=78) 

Yes 
(n=45) 

Percentage (%) 
No 

(n=33) 
Percentage (%) 

Africa 14 2 4 12 36 

Eastern Mediterranean 5 0 0 5 15 

Europe 36 29 64 7 21 

The Americas 9 6 13 3 9 

South-East Asia 3 2 4 1 3 

Western Pacific 11* 6 13 5 15 

Total 78 45 100 33 100 

*Missing one response from the Western Pacific region. 
 

3.3 Shared patient health records 

Most respondents indicated that community pharmacists were not able to access shared patient health records (n=45; 
58%) (Table 4). However, a small proportion of countries indicated that community pharmacists had access (n=18; 23%). 
Countries having access included Australia, Belgium, China Taiwan, Czech Republic, Denmark, Ecuador, Hong Kong SAR 
China, Iceland, Italy, Japan, Republic of Korea, Mongolia, Montenegro, The Netherlands, New Zealand, Paraguay, 
Singapore and Turkey. However, the level of access varied between regions. Only one country, Hong Kong SAR China, 
indicated that community pharmacists had access (reading rights) to a patient’s complete health record, with the 
remainder able to access only a part of the health record (e.g., medication history only). All respondents from the African 

and Eastern Mediterranean regions indicated that community pharmacists did not have access. 
 

Table 4. Community pharmacists’ access (reading rights) to shared patient health records, by WHO region 

WHO region 
Number of 

respondents 
(n=77) 

Community 
pharmacists 

have access to 
the complete 
health record 

(n=1) 

Community 
pharmacists 

have access to 
only a 

summary of 
the patients’ 
health record 

(n=2) 

Community 
pharmacists have 
access to only a 

part of the 
patient’s health 

record (e.g., 
medication 

history) 
(n=15) 

Community 
pharmacists 

have no 
access to a 

shared 
patient 
record 
(n=45) 

Other 
(n=14) 

Africa 14 0 0 0 12 2 

Eastern Mediterranean 5 0 0 0 4 1 

Europe 35* 0 1 7 20 7 

The Americas 9 0 0 2 5 2 

South-East Asia 2* 0 0 0 2 0 

Western Pacific 12 1 1 6 2 2 

Total 77 1 2 15 45 14 

*Missing one response each from Europe and South-East Asia. 

 
 
Only 10% of countries indicated that community pharmacists have writing rights in shared health records (n=8; 10.4%) 

(Table 5). Positive responses were mostly from the Western Pacific region. Interestingly, the majority of countries in 
Europe indicated that community pharmacists had reading rights but did not have writing rights. 
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Table 5. Community pharmacists’ access (writing rights) to shared patient health records (i.e., permission to introduce 
or modify relevant data), by WHO region 

WHO region 
Number of 

respondents 
(n=18) 

Yes (n=8) Percentage (%) No (n=10) Percentage (%) 

Africa 0 0 0 0 0 

Eastern Mediterranean 0 0 0 0 0 

Europe 8 2 25 6 60 

The Americas 2 1 13 1 10 

South-East Asia 0 0 0 0 0 

Western Pacific 8 5 63 3 30 

Total 18 8 100 10 100 

 

3.4 Online distribution of medicines 

Online access to non-prescription medicines (NPMs) varied among the regions. In most cases, the online supply of NPMs 
was via online operations of a brick-and-mortar pharmacy (n=48; 61%). Twelve countries (15%) indicated that NPMs 
could be purchased by consumers on online pharmacies which are not linked to a brick-and-mortar pharmacy. Other 
online avenues for NPMs to be purchased by consumers included generalist outlets (e.g., supermarkets) (n=20; 25%) 
and online non-pharmacy supply (n=16; 20%). Interestingly, 19% of countries (n=15) indicated that the online sale of 
NPMs is not allowed (see Table 6). 

 

Table 6. Online access to non-prescription medicines, by WHO region 

WHO region 

Online 
operations of a 

brick-and-
mortar 

pharmacy 
(n=48) 

Online 
pharmacies not 
linked to a brick-

and-mortar 
pharmacy 

(n=12) 

Online non-
pharmacy 

supply (e.g., 
druggists) 

(n=16) 

Online generalist 
outlets (e.g., 

supermarkets) 
(n=20) 

Online sales of 
these types of 
medicines are 
not allowed 

(n=15) 

Africa 5 0 1 2 2 

Eastern Mediterranean 0 0 0 0 2 

Europe 27 4 7 8 5 

The Americas 7 3 2 4 1 

South-East Asia 2 2 2 2 1 

Western Pacific 7 3 4 4 4 

Total 48 12 16 20 15 

 

 
Most countries indicated that prescription-only medicines (POMs) were only available through online operations of a 
brick-and-mortar pharmacy (n=32; 41%). However, 25 countries (n=25; 32%) indicated that the online sale of POMs was 
not allowed. The online availability of POMs through generalist (e.g., supermarkets) or non-pharmacy outlets (e.g., 
druggists) were not shown, except for one country in the Western Pacific region (see Table 7). 
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Table 7. Online access to prescription-only medicines, by WHO region 

WHO region 

Online 
operations of a 

brick-and-
mortar 

pharmacy 
(n=32) 

Online 
pharmacies not 
linked to a brick-

and-mortar 
pharmacy (n=7) 

Online non-
pharmacy 

supply (e.g., 
druggists) (n=1) 

Online generalist 
outlets (e.g., 

supermarkets) 
(n=1) 

Online sales of 
these types of 
medicines are 
not allowed 

(n=25) 

Africa 5 0 0 0 1 

Eastern Mediterranean 0 0 0 0 2 

Europe 13 4 0 0 14 

The Americas 6 1 0 0 3 

South-East Asia 2 1 0 0 0 

Western Pacific 6 1 1 1 5 

Total 32 7 1 1 25 

 
 

Overall, 25% of countries (n=19) indicated that online sales of pharmacist-only medicines are not allowed. In most 
regions, online supply of pharmacist-only medicines only occurred if the online operations were linked to a brick-and-
mortar pharmacy (n=27; 34%). The supply of pharmacist-only medicines is not commonly seen through online 
pharmacies not linked to a brick-and-mortar pharmacy (n=3; 3.8%), online non-pharmacy supply (n=1; 1.3%) and online 
generalist outlets (n=1; 1.3%) (see Table 8). 
 

Table 8. Online access to pharmacist-only medicines, by WHO region 

WHO region 

Online 
operations of a 

brick-and-
mortar 

pharmacy 
(n=27) 

Online 
pharmacies not 
linked to a brick-

and-mortar 
pharmacy (n=3) 

Online non-
pharmacy 

supply (e.g., 
druggists) (n=1) 

Online generalist 
outlets (e.g., 

supermarkets) 
(n=1) 

Online sales of 
these types of 
medicines are 
not allowed 

(n=19) 

Africa 4 0 0 0 1 

Eastern Mediterranean 0 0 0 0 2 

Europe 14 2 0 0 8 

The Americas 4 0 0 0 3 

South-East Asia 1 0 0 0 0 

Western Pacific 4 1 1 1 5 

Total 27 3 1 1 19 

 
 
Twenty-seven countries (33.8%) indicated that the online sale of specialty medicines is not allowed. For this study, 
specialty medicines were defined as “usually high-cost medicines which are intended for use in rare conditions, or which 
require special handling or ongoing clinical assessment, or a limited distribution network”. Specialty medicines not 
requiring in-hospital administration are supplied in all regions through online outlets linked to a brick-and-mortar 
pharmacy (n=17; 22%), except in the Eastern Mediterranean. It was shown that these medicines are not available 
through online non-pharmacy (e.g., druggists) and online generalist (e.g., supermarkets) outlets in all regions. Only one 
country in the Western Pacific region indicated supply of these medicines via the online avenues listed (see Table 9). 
  



p14 | Online pharmacy operations and distribution of medicines 
 

 

Table 9. Specialty medicines not requiring in-hospital administration, by WHO region 

WHO region 

Online 
operations of a 

brick-and-
mortar 

pharmacy 
(n=17) 

Online 
pharmacies not 
linked to a brick-

and-mortar 
pharmacy (n=1) 

Online non-
pharmacy 

supply (e.g., 
druggists) (n=1) 

Online generalist 
outlets (e.g., 

supermarkets) 
(n=1) 

Online sales of 
these types of 
medicines are 
not allowed 

(n=27) 

Africa 3 0 0 0 3 

Eastern Mediterranean 0 0 0 0 2 

Europe 7 0 0 0 14 

The Americas 3 0 0 0 4 

South-East Asia 1 0 0 0 0 

Western Pacific 3 1 1 1 4 

Total 17 1 1 1 27 

 
 

3.5 Laws and regulations for online pharmacies 

Overall, 49% of countries (n=36) indicated that they had laws and regulations for online pharmacies, while 51% (n=37) 
indicated that they had no such laws (Table 10). Interestingly, 74% of European countries (n=26) indicated the existence 
of laws for online pharmacies. Comparatively, 92% of countries in Africa (n=12) and all countries in South-East Asia (n=3) 
indicated there were no laws regulating online pharmacy operations. 

 

Table 10. Laws to regulate online pharmacies, by WHO region 

WHO region 
Number of 

respondents 
(n=73) 

Yes 
(n=36) 

Percentage (%) 
No 

(n=37) 
Percentage (%) 

Africa 13 1 3 12 32 

Eastern Mediterranean 4 1 3 3 8 

Europe 35 26 72 9 24 

The Americas 8 3 8 5 14 

South-East Asia 3 0 0 3 8 

Western Pacific 10 5 14 5 14 

Total 73 36 100 37 100 

Note: Six missing responses. 

 
 
Twenty countries (25%) indicated that e-prescriptions are required for the supply of POMs by online pharmacies. Eleven 
of these countries (55%) were in Europe. Uploading an image of the prescription (n=13; 16%) and the delivery of the 
prescription to the online pharmacy (n=7; 9%) is more common in The Americas and the Western Pacific region, 
respectively. Automatic questionnaires completed by patients to obtain POMs are only available in a small number of 
countries in Europe and The Americas (n=6; 8%). Additional requirements were reported in all regions, except South-
East Asia (see Table 11).   
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Table 11. Requirements of online pharmacies to supply prescription-only medicines, by WHO region 

WHO region 
Electronic 

prescriptions (n=20) 

Uploading images 
of prescriptions 

(n=13) 

Delivery of 
prescription to online 

pharmacy (n=7) 

Automatic 
questionnaires filled 

by patients (n=6) 

Africa 0 3 0 0 

Eastern Mediterranean 0 0 0 0 

Europe 11 0 2 4 

The Americas 3 5 1 2 

South-East Asia 2 2 1 0 

Western Pacific 4 3 3 0 

Total 20 13 7 6 

 

 
Sixteen countries (29%) indicated that online pharmacies can verify a prescriber from a list of registered practitioners 
in their country. This was more commonly seen in Europe. The majority of countries (n=33; 59%) indicated there were 

other systems to verify the authenticity of prescriptions for supply by online pharmacies (see Table 12). Other methods 
included the onus being on the pharmacist, using national health insurance or a combination of systems (n=33). 
 

Table 12. Systems to verify the authenticity of prescriptions by online pharmacies, by WHO region 

WHO region 
Number of 

respondents (n=56) 
Onus is on the 

consumer (n=7) 

Verify from list of 
registered 

practitioners (n=16) 
Other (n=33) 

Africa 9 3 1 5 

Eastern Mediterranean 2 0 0 2 

Europe 25 1 10 14 

The Americas 8 2 3 3 

South-East Asia 2 0 1 1 

Western Pacific 10 1 1 8 

Total 56 7 16 33 

Note: Twenty-three missing responses. 

 
 
Overall, 21 countries (38%) indicated that there is no established method to verify the authenticity of online pharmacies, 
while 19 (34%) indicated that consumers could verify an online pharmacy from a list of registered pharmacies in their 
country. Only a small number of European countries (n=4; 7%) indicated that a special authentication website was 

available (see Table 13). Twelve respondents indicated methods that included identification by their licence (n=3), by 
their brick-and-mortar pharmacy/business address (n=3), by a logo (n=2), or through a provincial pharmacy regulatory 
body (n=1). The remainder did not specify (n=3). 
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Table 13. Identification of legal websites for online sale of medicines, by WHO region 

WHO region 
Number of 

respondents 
(n=56) 

Verify from list 
of registered 

online 
pharmacies 

(n=19) 

There is no 
established 
method to 

verify 
authenticity of 

online 
pharmacies 

(n=21) 

There is a special 
authentication 

website for 
online 

pharmacies (n=4) 

Other (n=12) 

Africa 8 1 5 0 2 

Eastern Mediterranean 1 0 1 0 0 

Europe 31 14 7 4 6 

The Americas 6 1 2 0 3 

South-East Asia 2 0 2 0 0 

Western Pacific 8 3 4 0 1 

Total 56 19 21 4 12 

Note: Twenty-three missing responses. 

 
 
The majority of countries (n=41; 80%) indicated that it is a mandatory requirement for an online pharmacy to have a 
physical address (see Table 14). 
 

Table 14. Mandatory requirement for an online pharmacy to have a physical address, by WHO region 

WHO region 
Number of 

respondents 
(n=51) 

Yes (n=41) No (n=4) 
Online pharmacies 

are not allowed (n=3) 
Don’t know 

(n=3) 

Africa 8 5 1 0 2 

Eastern Mediterranean 1 0 1 0 0 

Europe 27 26 0 1 0 

The Americas 7 4 1 1 1 

South-East Asia 2 0 1 1 0 

Western Pacific 6 6 0 0 0 

Total 51 41 4 3 3 

Note: Twenty-eight missing responses.  

 
 

Twenty-three countries (40%) indicated that there are no regulations for discounting on medicines for online pharmacy 
operations. By comparison, 16 countries (28%) indicated that there are regulations in place for discounting on medicines 
by online pharmacies, primarily from Europe. Interestingly, 19 countries (33%) indicated they “Can’t say” if there are 
regulations in their region for discounting on medicines via online pharmacies (see Table 15). 

 

Table 15. Regulation of discounting on medicines by online pharmacies, by WHO region 

WHO region 
Number of 

respondents (n=58) 
Yes (n=16) No (n=23) Can’t say (n=19) 

Africa 9 1 3 5 

Eastern Mediterranean 4 0 1 3 

Europe 27 11 11 5 

The Americas 8 2 3 3 

South-East Asia 3 1 2 0 

Western Pacific 7 1 3 3 

Total 58 16 23 19 

Note: Twenty-one missing responses.  

 
 
The majority of countries (n=39; 65%) indicated that they “Can’t say” whether there are cases of legal action against 
online pharmacies for the supply of POMs without a valid prescription or checking authenticity (see Table 16). 
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Table 16. Cases of legal action against online pharmacies for the sale of prescription-only or restricted medicines without 
prescriptions or checking authenticity, by WHO region 

WHO region 
Number of 

respondents (n=60) 
Yes, quite often (n=6) Rarely (n=15) Can’t say (n=39) 

Africa 9 0 0 9 
Eastern Mediterranean 3 0 0 3 

Europe 29 5 7 17 

The Americas 8 1 3 4 

South-East Asia 2 0 2 0 

Western Pacific 9 0 3 6 

Total 60 6 15 39 

Note: Nineteen missing responses.  

 
Overall, 45% of countries (n=27) indicated that there are regulations around online pharmacies advertising a discount 
on medicines. Most respondents were from Europe (n=18; 58%). Half of the countries in African (n=5) indicated there 

are no regulations on advertising discounts on medicines by online pharmacies (see Table 17). 
 

Table 17. Regulation of advertising discounts on medicines by online pharmacies, by WHO region 

WHO region 
Number of 

respondents (n=62) 
Yes (n=27) No (n=19) Can’t say (n=16) 

Africa 10 1 5 4 

Eastern Mediterranean 3 0 1 2 

Europe 31 18 7 6 

The Americas 8 5 1 2 

South-East Asia 2 1 1 0 

Western Pacific 8 2 4 2 

Total 62 27 19 16 

Note: Seventeen missing responses. 

 
Most of the countries (n=47; 73%) indicated that international online pharmacies are not allowed to sell NPMs in their 
countries. Most respondents in Africa (n=11; 92%), South-East Asia (n=2; 100%) and the Eastern Mediterranean (n=4; 

100%) regions indicated that international online pharmacies were unable to sell NPMs to national consumers (see 
Table 18).  
 

Table 18. International online pharmacies allowed to sell non-prescription medicines to national consumers, by WHO 
region 

WHO region 
Number of respondents 

(n=64) 
Yes (n=17) No (n=47) 

Africa 12 1 11 

Eastern Mediterranean 4 0 4 

Europe 30 11 19 

The Americas 7 2 5 

South-East Asia 2 0 2 

Western Pacific 9 3 6 

Total 64 17 47 

Note: Fifteen missing responses. 
 

Fifty countries (83%) indicated that the sale of POMs by international online pharmacies to national consumers is not 
allowed (see Table 19). 
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Table 19. International online pharmacies allowed to sell prescription-only medicines to national consumers, by WHO 
region 

WHO region 
Number of respondents 

(n=60) 
Yes (n=10) No (n=50) 

Africa 12 1 11 

Eastern Mediterranean 3 0 3 

Europe 29 5 24 

The Americas 6 2 4 

South-East Asia 2 0 2 

Western Pacific 8 2 6 
Total 60 10 50 

Note: Nineteen missing responses.  
 

3.6 Other services offered by online pharmacies 

Respondents were asked “Are online pharmacies offering other services like telepharmacy, e-prescriptions, apps, triage 
or something else?”. Most countries (n=29; 63%) indicated that online pharmacies do not offer additional services, while 
17 (37%) indicated that online pharmacies are offering other services. These include apps (n=4; 24%), e-prescriptions 
(n=4; 24%), online consultations (n=2; 12%), home delivery with follow-up (n=1; 6%) and prescription reminder services 
(n=1; 6%) (see Table 20).  
 

Table 20. Other services offered by online pharmacies 

Type of service Number (n=17) Percentage (%) 

Apps 4 24 

e-prescriptions 4 24 

Telepharmacy 3 18 

Online consultations 2 12 

Home delivery with follow-up 1 6 

Prescription reminder services 1 6 

Other 2 12 

Total 17 100 

 
 

3.7 Strengths and weaknesses of online pharmacies 

Respondents indicated there are several advantages of online pharmacies, the most common being increased access 
for patients (n=10; 25%), convenience (n=9; 23%), reduced cost for patients (n=4; 10%) in addition to improved access 
to medicines for isolated and rural populations (n=3; 7%). Table 21 summarises the advantages of online pharmacies 
based on open-ended responses. Other responses (n=8; 20%) included access to a wide range of products (n=1), 

enhancing pharmacy brands (n=1), customer comfort (n=1), easing work (n=1), facilitating communication with a patient 
in person (n=1), enhancing patient care (n=1), increasing access and choice in a pandemic (n=1) and providing more 
opportunity for community pharmacy (n=1). 
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Table 21. Summary of the advantages of online pharmacies 

Advantages Number (n=40) Percentage (%) 

Increased access for patients 10 25 

Convenience 9 23 

Reduced costs for patients 4 10 

Improved access to medicines for isolated populations e.g., rural populations 3 8 

Reduced investment in brick-and-mortar structures 2 5 

Increase in the volume of sales 2 5 

Time saving 2 5 

Others 8 20 

Total 40 100 

 
 
Respondents indicated that the strengths favouring online pharmacies included access to sufficient internet services 
(n=7; 18%), availability of adequate information technology (IT) infrastructure (n=6; 16%), availability of a sufficient 
shipping/courier service (n=5; 13%), and familiarity of consumers with online shopping (n=5; 13%). Table 22 summarises 

the strengths of online pharmacies based on open-ended responses. Other strengths (n=8) included an increase in 
dispensing of POMs, an increase in market share, digital transformation from pharmacies to the online environment, 
improved consumer access after hours and ease of access for consumers. 
 

Table 22. Strengths favouring participants’ countries to start or sustain online pharmacies 

Strengths Number (n=38) Percentage (%) 

Sufficient internet services 7 18 

Availability of adequate IT infrastructure and facilities 6 16 

Availability of sufficient shipping/courier systems 5 13 

Familiarity of consumers with online services e.g., e-commerce and online shopping 5 13 

Reputable pharmacy chain 2 5 

Large/growing clientele 2 5 

Population demographics (i.e., higher income) 2 5 

Improved payment systems 1 3 

Others 8 21 

Total 38 100 

 
 

Respondents from most countries indicated that lack of counselling (n=8; 12%) and lack of face-to-face contact with 
patients (n=7; 11%) were the most common weaknesses of online pharmacies. Limited or lack of regulation (n=5; 8%), 
cyber-security threats (n=5; 8%), logistics (i.e., for the safe and timely delivery of medicines) (n=5; 8%), access to 
substandard or falsified medicines (n=4; 6%), increase in self-medication (n=3; 5%) and reduced quality of care (n=3; 
5%) were also identified. Table 23 summarises the weaknesses of online pharmacies based on open-ended responses. 
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Table 23. Weaknesses of online pharmacies 

Weaknesses Number (n=66) Percentage (%) 

Lack of proper counselling 8 12 

Lack of face-to-face contact 7 11 

Lack of regulations 5 8 

Cybersecurity threat 5 8 

Logistics (safe and timely delivery of medicines) 5 8 

Digital access/literacy for both patients and pharmacists 4 6 

Access to substandard or falsified medicines 4 6 

Access to sufficient internet connection 4 6 

Patient safety implications (e.g., drug interactions, adverse drug reactions, 
overdose) 

4 6 

Professional issues (e.g., inappropriate advertising, loss of jobs and reduced public 
trust) 

4 6 

Reduced quality of care 3 5 

Inappropriate self-medication 3 5 

Lack of dedicated e-prescription platform 2 3 

Lack of human resources 2 3 

Others 6 9 

Total 66 100 

 

3.8 Strategies to start or improve online pharmacy sales 

Respondents indicated that the strategy to commence or increase sales by online pharmacies in individual countries 
included the development of regulations or guidelines for online pharmacies (n=9; 50%), digital transformation (n=5; 
28%) and increasing consumer health literacy (n=2; 11%). Table 24 summarises the strategies to start or improve online 
pharmacy sales based on open ended responses. 
 

Table 24. Strategies to start or improve online pharmacy sales 

Strategies Number (n=18) Percentage (%) 

Development of guidelines or regulations for online pharmacy 9 50 

Digital transformation 5 28 

Increasing consumer health literacy 2 11 

Others 2 11 

Total 18 100 
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3.9 Impact of online pharmacies on brick-and-mortar 

pharmacies 

Overall, 46% of countries (n=31) either strongly agreed or agreed that online pharmacies are a threat to brick-and-

mortar pharmacies, while only 7.5% (n=6) disagreed (see Table 25). 
 

Table 25. Online pharmacies as a threat to brick-and-mortar pharmacies, by WHO region 

WHO region 
Number of 

respondents 
(n=67) 

Strongly 
agree (n=9) 

Agree 
(n=22) 

Neutral 
(n=15) 

Disagree 
(n=6) 

Can’t say 
(n=15) 

Africa 12 2 4 2 0 4 

Eastern Mediterranean 3 1 0 0 0 2 

Europe 32 4 11 7 4 6 

The Americas 8 1 2 4 0 1 

South-East Asia 2 1 0 1 0 0 

Western Pacific 10 0 5 1 2 2 

Total 67 9 22 15 6 15 

Note: Twelve missing responses. 
 
 
Qualitative responses included: 

• Not all online pharmacies present the same level of threat. The largest threat now is perceived from larger 
online vendors (such as Amazon). 

• Online pharmacies would mean a lot of brick-and-mortar pharmacies, especially in rural areas, would be 
endangered. Patients could be at risk if a pharmacist is not involved in delivering the medicine. 

• We have a good community pharmacy network; it is accessible and open long hours. Although COVID-19 has 
changed the behaviour of pharmacy consumers, we can see that people are using online pharmacy services. 

• Online pharmacies are taking away the one-on-one conversation between a pharmacist and patient, which 
may be impacting the quality of care being provided. 

• Online pharmacies are both a threat and an opportunity, depending on where brick-and-mortar pharmacies 
are located. In rural areas, online pharmacy is a possibility because of long distances between the consumers 
and their community pharmacy. Online pharmacies are owned by brick-and-mortar pharmacies, however 
those with a greater online presence are still a threat. 

• The online sale of POMs is permitted in Germany and online pharmacies often offer discounts on medicines. 
A new law has forbidden the discounts for the statutory insured. From 1 January 2022, e-prescription becomes 
mandatory, which makes it easier to transmit a prescription to online pharmacies via a smartphone. This could 
significantly increase the share of online pharmacies in the POM segment. 

• The convenience offered by online pharmacies may lead to consumers preferring them to brick-and-mortar 
pharmacies. 

• Some brick-and-mortar pharmacies are concerned about greater buying power of some online pharmacies, 
operating not only in Italy, but also in other European countries. 

• Online pharmacy should be conducted to complement face-to face pharmaceutical consultation.  

• Many independent/small chain pharmacies see online pharmacies as a threat, but chain pharmacies consider 
it to be an area of expansion due to the requirement that all pharmacies require a brick-and-mortar premises. 

• Online pharmacies will not be a threat (in the US) because now only those with brick-and-mortar pharmacies 
with an [Food and Drug Administration] license can operate online pharmacies. 

• Online pharmacies are important in accessing medicines, especially for isolated populations. At the same time, 
they present problems from the point of view of safety and pharmaceutical advice. If legislation changes and 
large operators enter the market it will a concern. However, the sector bets on proximity to the patient, and 

this aspect has gained even more importance with the pandemic and the greater need to reach people. 
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3.10 Risks of online pharmacy sales for patient safety 

Overall, 25% of countries indicated that there are cases of irresponsible or inappropriate self-medication by consumers 
who have purchased medicines through online pharmacies (n=16) (see Table 26). 
 

Table 26. Irresponsible self-medication following the online purchase of medicines, by WHO region 

WHO region 
Number of 

respondents 
(n=64) 

Yes, quite often 
(n=16) 

Rarely (n=6) Other (n=7) Can’t say (n=35) 

Africa 9 1 0 2 6 

Eastern Mediterranean 3 0 1 0 2 

Europe 31 9 4 1 17 

The Americas 9 2 0 3 4 

South-East Asia 2 1 0 0 1 

Western Pacific 10 3 1 1 5 

Total 64 16 6 7 35 

Note: Fifteen missing responses. 

 
 
Major patient safety risks associated with the online sale of medicines were identified by respondents. These included 
the supply of substandard or falsified medicines (n=9; 18%), delivery errors or storage conditions during transit (n=8; 
16%), cybersecurity threats (n=7; 14%), limited patient counselling (n=6; 12%) and the sale of unauthorised or prohibited 
medicines (n=5; 10%). Other patient safety concerns included lack of access to patient health records (n=2; 4%) or risks 
amplified for consumers with low health literacy (n=2; 4%) (see Table 27). 
 

Table 27. Risk of online pharmacy sales for patient safety 

Risks Number (n=49) Percentage (%) 

Sales of substandard or falsified medicines 9 18 

Logistics (e.g., dispensing errors, delivery errors, storage conditions during transit)  8 16 

Cybersecurity threat (e.g., illegal pharmacies, fraud, health data protection) 7 14 

Limited patient counselling  6 12 

Sales of unauthorised or prohibited medicines 5 10 

Irrational use of medicines, drug abuse or misuse 4 8 

Lack of access to patient health records 2 4 

Low consumer health literacy 2 4 
Others 6 12 

Total 49 100 
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4 Discussion 
Community pharmacy practice has evolved with the implementation of services including medication management, 
medication reconciliation, antimicrobial stewardship and others aimed at promoting the quality use of medicines and 
improving clinical outcomes. However, lack of access to digital health records is a barrier to an effective contribution by 
community pharmacists to achieve optimal patient care. The results revealed that community pharmacists in most 
countries do not have access (reading or writing rights) to digital health records, which can include clinical information 
such as medical history or indications for prescribed medicines, pathology and imaging results. Evidence indicates that 

community pharmacists with the ability to access digital health records provide more comprehensive reviews, better 
identification of medication-related issues and strengthened clinical recommendations.25 Jackson & Peterson highlight 
that digital health records “facilitate the delivery of safe, efficient and effective care while connecting different points 
of the health system so that information can be shared securely”, in addition to reducing the risk of adverse events or 
medication errors.26 Several challenges with respect to accessing digital health records specific to community pharmacy 
practice have been identified, including compatibility with pharmacy workflow and interoperability with softwares.27,28 
For evident reasons, pharmacists having access to digital health records and other information is especially critical if a 

medicine is sold on the internet. As an example, community pharmacists in Sweden review all sales of POMs (online as 
well as in brick-and-mortar pharmacies) using an Electronic Expert System (EES).29 The EES assists pharmacists with the 
identification and resolution of medicines-related problems prior to dispensing.29  
 
The global survey highlighted that most countries had implemented e-prescriptions. This was highly reported in Europe, 
the Americas and the Western Pacific, while implementation in Africa, the Eastern Mediterranean and South-East Asia 
was lagging. Electronic prescribing is important to enhance the quality of the prescribing process30 and has resulted in 
fewer prescribing and medication errors.30 Additional benefits include greater choice for consumers, streamlining the 
clinical workflow, limiting exposure to infectious diseases, and removing the handling and storing of physical paper 
prescriptions.30,32 Despite the benefits, many barriers to implementation persist, the main one being the cost.30,33  
 
The global survey highlighted that online supply of NPMs is via the online operations of a brick-and-mortar pharmacy in 
most countries. In other regions, consumers can access NPMs through druggists or generalists, while online sale is 
prohibited in other regions. The availability and sale of these medicines through online pharmacies not linked to a brick-
and-mortar pharmacy or other avenues raises concerns, particularly around the lack of access to professional advice 

and counselling by a pharmacist. The sale of medicines via the internet also promotes self-medication practices (be they 
appropriate or inappropriate), which has implications for patient safety and the quality use of medicines. NPMs are 
often perceived as being safer than POMs.34 However, many are known to contain potent pharmacological agents. 
These medicines have the potential for adverse effects and frequent or continued inappropriate use can be clinically 
unsafe.35–38 

 
Community pharmacists have an important role in ensuring responsible self-medication and the provision of evidence-
based information.39 The FIP report “Pharmacy as a gateway to care: Helping people towards better health” highlights 
the importance of informed and responsible self-medication and states that “pharmacists and pharmacy staff are in a 

position to appropriately facilitate self-medication decision-making by consumers”.39 Pharmacists have a critical role in 
ensuring responsible self-medication practices and purchasing medicines via safe and reputable websites.39 

 
Approximately half of all countries indicated that there are regulations in place for online pharmacy operations ensuring 
accountability. The European region reported the highest percentage of jurisdictions with regulations in place. The lack 
of regulation or lack of enforcement of regulation creates an avenue for illegal online pharmacies and may impact the 
overall quality of medicines and services offered to consumers. The risks include supply to customers of substandard or 
falsified medicines with unknown safety and efficacy; failure in supply-chain protocols, which can impact the quality of 
a medicine, e.g., storage, inappropriate supply of controlled substances or narcotics; and a lack of professional advice 
or medicines information. 
 
Less than half of all countries indicated that their region has no established method to verify the authenticity of online 
pharmacies or that consumers could verify an online pharmacy from a list of registered pharmacies in their countries. 
For example, in the United States (US), a way to verify the authenticity of an online pharmacy is to look for the National 
Association of Boards of Pharmacy (NABP) Verified Internet Pharmacy Practice Sites (VIPPS) Seal.40 This seal indicates 
that an online pharmacy has met state licensure requirements and is safe. Online pharmacies in the United Kingdom 
(UK) are required to follow the guidance by the General Pharmaceutical Council (GPhC) in its “Guidance for registered 
pharmacies providing pharmacy services at a distance, including on the internet”. 41 The guidance seeks to ensure that 

http://www.fip.org/files/fip/publications/2017-04-Pharmacy-Gateway-Care.pdf
https://nabp.pharmacy/programs/accreditations-inspections/digital-pharmacy/
https://nabp.pharmacy/programs/accreditations-inspections/digital-pharmacy/
file:///C:/Users/Lars-Åke/AppData/Local/Temp/Guidance%20for%20registered%20pharmacies%20providing%20pharmacy%20services%20at%20a%20distance,%20including%20on%20the%20internet
file:///C:/Users/Lars-Åke/AppData/Local/Temp/Guidance%20for%20registered%20pharmacies%20providing%20pharmacy%20services%20at%20a%20distance,%20including%20on%20the%20internet
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consumers obtain medicines from online pharmacies that are clinically appropriate and sets out expectations for online 
pharmacies.41 Similarly, European Union countries use a common logo for legally operating online pharmacies as a way 

for consumers to determine the authenticity of online pharmacies.42 

 
Laws on online pharmacies provide clarity to the online pharmacy segment operating in a regulatory grey area in many 
countries. Measures such as well-defined safety and quality benchmarks, a verifiable physical address and access to a 
licensed pharmacist are important. Reforms to the overall regulation of online pharmacy are needed to realise the 
benefits of online pharmacies. Possible important factors are reforms in terms of entry, ownership, and price regulation. 
Online pharmacies offer great potential for the provision of pharmacy services in a way that is more efficient. Regulation 

should facilitate this, also for existing brick-and-mortar pharmacies that wish to operate digitally. 
 
The emergence of COVID-19 has aptly illustrated the huge potential for online pharmacies. Online pharmacies improve 

the supply of medicines by circumventing some of the limitations of the system, based on brick-and-mortar pharmacies. 
If the pandemic brings a permanent behavioural change among consumers, we can predict that the importance of online 
pharmacies will grow in the future. That is not to say that online pharmacies would completely substitute brick-and-
mortar pharmacies, even in the long run. However, online pharmacies widen consumer choice and may consequently 

improve the welfare of consumers who wish or need to obtain their medicines by means other than visiting a brick-and-
mortar store. Although COVID-19 has clearly increased the importance of online pharmacy markets, their development 
should not come at the cost of reduced service quality for consumers not using online services. Nevertheless, the COVID-

19 crisis has shown the importance of having multiple distribution channels for medicines. Thus, besides fostering 
competition, online pharmacies can enhance the supply security of medicines. 
 
From the perspective of competition and consumer authorities, regulation for online pharmacies should be developed 
ensuring well-functioning online pharmacy markets, improving consumer welfare and guaranteeing consumer safety in 
purchasing medicines. Both consumer protection and competition law are central to this development. However, it is 
important to ensure that regulation does not hamper innovation in a sector that is still developing in many countries.  
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5 Conclusion 
The FIP Community Pharmacy Section vision document highlights that the COVID-19 pandemic has shown how quickly 
healthcare and the pharmacy profession can adapt.3 It highlights the services that pharmacists and pharmacy teams 
provide to their communities and their important contribution towards easing the enormous strain being placed on the 
global health system.3 In some countries, such as Ireland, pharmacists are the most trusted health professional,43 and 
pharmacists have an opportunity to emerge from the pandemic with clearer priorities and innovative means to provide 
better healthcare and support responsible self-care.3 Through the four cornerstones of medicines supply — review, 

prescribe, dispense and administer — pharmacists are ready to provide more value, harness new technologies and offer 
more choice for consumers.3 

 
While brick-and-mortar pharmacies are increasingly facing competition as online pharmacies become more prominent, 
it is important that community pharmacies embrace technology and further solidify their role as medicines experts at 
the heart of their communities. With appropriate regulation and remuneration models, brick-and-mortar pharmacies 
can adapt as needed. Effective programmes of public education to promote consumer awareness should be established 

while legislative reforms may be necessary to ensure online pharmacy practice and advertising of medicines is regulated. 
Implementation of methods to verify the authenticity of online pharmacies (e.g., logos, seals), such as those seen in the 
European Union, the US or the UK should also be considered in other regions. Pharmacists should contribute to patient 
safety by actively participating in the fight against substandard or falsified medicines. 
 
This report calls for increased cooperation between countries in developing regulation of online pharmacies in addition 
to tackle the possible challenges that the sector faces. Cooperation is imperative, particularly if cross-border operations 
of online pharmacies become increasingly commonplace in the future. However, competition authorities alone cannot 
achieve this goal, as pharmacy markets are primarily regulated by sector-specific regulators. Consequently, cooperation 
must be enhanced between different regulators within each country as well as at a global level. 

https://www.fip.org/files/CPS_vision_FINAL.pdf


p26 | Online pharmacy operations and distribution of medicines 
 

 

6 References 
1. International Pharmaceutical Federation. The FIP Development Goals: Transforming Global Pharmacy; 

International Pharmaceutical Federation: The Hague, The Netherlands, 2020. 
2. Mantel-Teeuwisse AK, Meilianti S, Khatri B, Yi W, Azzopardi LM, Acosta Gómez J, Gülpınar G, Bennara K,  

Uzman N. Digital Health in Pharmacy Education: Preparedness and Responsiveness of Pharmacy 
Programmes. Education Sciences. 2021; 11(6):296.  

3. International Pharmaceutical Federation. Vision 2020-2025 – pharmacists at the heart of our communities. 

Community Pharmacy Section: The Hague, Netherlands, 2020. 
4. International Pharmaceutical Federation. FIP Statement of Policy in Digital Health. International 

Pharmaceutical Federation: The Hague, The Netherlands, 2021.  
5. International Pharmaceutical Federation. Digital health in pharmacy education. Developing a digitally enabled 

pharmaceutical workforce. International Pharmaceutical Federation: The Hague, The Netherlands, 2021. 
6. World Health Organization. Safety and security on the Internet: Challenges and advances in Member States. 

2011. Accessed at: http://www.who.int/goe/publications/goe_security_web.pdf 

7. Liang BA, Mackey T. Searching for safety: addressing search engine, website, and provider accountability for 
illicit online drug sales. Am J Law Med. 2009;35:125–84.  

8. Fittler A, Bosze G, Botz L. Evaluating aspects of online medication safety in long-term follow-up of 136 
Internet pharmacies: Illegal rogue online pharmacies flourish and are long-lived. J Med Internet Res. 
2013;15(9):e199. 

9. Gallagher JC, Colaizzi JL. Issues in Internet pharmacy practice. Ann Pharmacother. 2000;34:1483–5. 
10. Mackey TK & Nayyar G. Digital danger: a review of the global public health, patient safety and cybersecurity 

threats posed by illicit online pharmacies. British Medical Bulletin. 2016;118(1), 110–126.  
11. Fung CH, Woo HE, Asch SM. Controversies and legal issues of prescribing and dispensing medications using 

the Internet. Mayo Clin Proc. 2004;79(2):188–194. 
12. Orizio G, Merla A, Schulz PJ, Gelatti U. Quality of Online Pharmacies and Websites Selling Prescription Drugs: 

A Systematic Review. J Med Internet Res. 2011;13(3):e74.  
13. Bruckel K, Capozzoli EA. Internet pharmaceutical sales: attributes, concerns, and future forecast. J Hosp Mark 

Public Relations. 2003;15(1):61-76. 
14. Henney JE. Cyber pharmacies and the role of the US Food And Drug Administration. J Med Internet Res. 

2001;3(1):E3. 
15. Wells L. Online pharmacies: a consumer perspective. Aust Prescr. 2015;38(6):187-188. 
16. Mackey TK, Liang BA. Improving global health governance to combat counterfeit medicines: a proposal for a 

UNODC-WHO-Interpol trilateral mechanism. BMC Med. 2013a;11:233.  
17. Mackey TK, Liang BA. Digital iatrogenesis: policy advocacy to prevent patient harm from access to dangerous 

drugs online. Harvard Health Policy Rev. 2014;14:11–3. 
18. World Health Organization. Substandard and falsified medical products. 2018. Accessed at: 

https://www.who.int/news-room/fact-sheets/detail/substandard-and-falsified-medical-products  
19. World Health Organization A Study on the Public Health and Socioeconomic Impact of Substandard and 

Falsified Medical Products. World Health Organization: Geneva, Switzerland, 2017.  
20. World Health Organization WHO Global Surveillance and Monitoring System for Substandard and Falsified 

Medical Products. World Health Organization: Geneva, Switzerland, 2017.  
21. International Pharmaceutical Federation. FIP Statement of Policy on Counterfeit Medicines. 2003. Accessed 

at: https://www.fip.org/files/content/priority-areas/falsified-medicines/statement-of-policy-on-counterfeit-
medicines.pdf 

22. Tu HT, Corey CG. State prescription drug price websites: how useful to consumers. Res Brief 2008;1:1-16. 
23. Gabay M. Regulation of Internet Pharmacies: A Continuing Challenge. Hospital Pharmacy. 2015;50(8):681–

682.  
24. Guild Digital. 5 ways pharmacy customers are changing. 2021. Accessed at: https://guilddigital.com.au/5-

ways-pharmacy-customers-are-changing  
25. Gernant SA, Zillich AJ, & Snyder ME. Access to Medical Records' Impact on Community Pharmacist-Delivered 

Medication Therapy Management: A Pilot From the Medication Safety Research Network of Indiana (Rx-
SafeNet). Journal of Pharmacy Practice. 2018;31(6), 642–650. 

26. Jackson S, Peterson G. My Health Record: a community pharmacy perspective. Aust Prescr. 2019;42:46-7. 
27. Nelson SD, Poikonen J, Reese T, El Halta D, Weir C. The pharmacist and the EHR. J Am Med Inform Assoc. 

2017;24:193-7. 

http://www.who.int/goe/publications/goe_security_web.pdf
https://www.who.int/news-room/fact-sheets/detail/substandard-and-falsified-medical-products
https://www.fip.org/files/content/priority-areas/falsified-medicines/statement-of-policy-on-counterfeit-medicines.pdf
https://www.fip.org/files/content/priority-areas/falsified-medicines/statement-of-policy-on-counterfeit-medicines.pdf
https://doi.org/10.1310/hpj5008-681
https://guilddigital.com.au/5-ways-pharmacy-customers-are-changing
https://guilddigital.com.au/5-ways-pharmacy-customers-are-changing
https://doi.org/10.1093/jamia/ocw044
https://doi.org/10.1093/jamia/ocw044
https://doi.org/10.1093/jamia/ocw044
https://doi.org/10.1093/jamia/ocw044


Online pharmacy operations and distribution of medicines | p27 
 

 

28. Hughes CA, Guirguis LM, Wong T, Ng K, Ing L, Fisher K. Influence of pharmacy practice on community 
pharmacists’ integration of medication and lab value information from electronic health records. J Am Pharm 

Assoc. 2011;51:591-8. 
29. Danish A., Westerlund T., Eriksson T. Use of an electronic expert support system in a Swedish community 

pharmacy to identify and resolve drug-related problems. Health Services Research. 2020; preprint. 
30. Porterfield A, Engelbert K, Coustasse A. Electronic prescribing: improving the efficiency and accuracy of 

prescribing in the ambulatory care setting. Perspect Health Inf Manag. 2014;11(Spring):1g.  
31. Thomas, C. P., Kim, M., McDonald, A., Kreiner, P., Kelleher, S. J., Jr, Blackman, M. B., Kaufman, P. N., & Carrow, 

G. M. Prescribers' expectations and barriers to electronic prescribing of controlled substances. Journal of the 

American Medical Informatics Association. 2012;19(3), 375–381.  
32. Bigler L. E-prescribing Benefits beyond Achieving Meaningful Use. Drug Store News. 2012;34(8):94. 
33. Smith A. D. Barriers to Accepting E-prescribing in the USA. International Journal of Health Care Quality 

Assurance. 2006;19(2):158–80. 
34. Bissell P, Ward PR, Noyce PR. The dependent consumer: reflections on accounts of the risks of non-

prescription medicines. Health. 2001;5(1):5–30. 
35. Bednar B. OTC medication-induced nephrotoxicity in the elderly and CKD patient. Nephrology News & Issues. 

2009;23(8):36, 8-40, 3-4. 
36. Peterson GM. Selecting non-prescription analgesics. American Journal of Therapeutics. 2005;12(1):67-79. 
37. Morgan T, Williamson M, Pirotta M, Stewart K, Myers S, et al. A national census of medicines use: a 24-hour 

snapshot of Australians aged 50 years and older. Med J Aust. 2012;196(1):50-53. 
38. Roumie CL, Griffin MR. Over-the-counter analgesics in older adults: a call for improved labelling and 

consumer education. Drugs & Aging. 2004;21(8):485-98. 
39. International Pharmaceutical Federation. Pharmacy as a gateway to care: Helping people towards better 

health; International Pharmaceutical Federation: The Hague, The Netherlands, 2020. 
40. National Association of Boards of Pharmacy (NABP) Verified Internet Pharmacy Practice Sites (VIPPS) Seal , 

2020. Accessed at: https://nabp.pharmacy/programs/accreditations-inspections/digital-pharmacy/  

41. General Pharmaceutical Council. New safeguards for people seeking medicines online. 2019. Accessed at: 
https://www.pharmacyregulation.org/news/new-safeguards-people-seeking-medicines-online  

42. European Commission. EU logo for sale of online medicines. n.d. Accessed at: 
https://ec.europa.eu/health/human-use/eu-logo_en  

43. Ipsos MRBI Veracity Index 2021 – Who do we trust? Accessed at: https://www.ipsos.com/en-ie/ipsos-mrbi-
veracity-index-2021-who-do-we-trust  

 

 
 
 

https://doi.org/10.1331/JAPhA.2011.10085
https://doi.org/10.1331/JAPhA.2011.10085
https://doi.org/10.1331/JAPhA.2011.10085
https://doi.org/10.1331/JAPhA.2011.10085
https://doi.org/10.1331/JAPhA.2011.10085
https://nabp.pharmacy/programs/accreditations-inspections/digital-pharmacy/
https://www.pharmacyregulation.org/news/new-safeguards-people-seeking-medicines-online
https://ec.europa.eu/health/human-use/eu-logo_en
https://www.ipsos.com/en-ie/ipsos-mrbi-veracity-index-2021-who-do-we-trust
https://www.ipsos.com/en-ie/ipsos-mrbi-veracity-index-2021-who-do-we-trust


 

 

 

 

International 
Pharmaceutical 
Federation 
 
Fédération 
Internationale 
Pharmaceutique 
 
 
Andries Bickerweg 5 
2517 JP The Hague 
The Netherlands 
- 
T +31 (0)70 302 19 70 
F +31 (0)70 302 19 99 
fip@fip.org 
- 
www.fip.org 

 

| Online pharmacy / 11-2021 


